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1 Introduction 

1.1 About ñValidateRequestò 

The Microsoft .NET framework comes with a request validation feature, configurable 

by the  ValidateRequest  [1] setting.  ValidateRequest  has been a feature of 
ASP.NET since version 1.1. This feature consists of a series of filters, designed to 
prevent classic web input validation attacks such as HTML injection and XSS (Cross-
site Scripting). This paper introduces script injection payloads that bypass ASP .NET 
web validation filters and also details the trial-and-error procedure that was followed 
to reverse-engineer such filters by analyzing .NET debug errors. 
 
It is worth noting that the techniques included in this paper are meant to be used 

when Validate Request is enabled, which is the default setting of ASP .NET. 

ValidateRequest can be enabled or disabled on a per-page basis or as an 
application-wide configuration. 
 
Many developers lack proper security training, and being time-constrained rely on 
ASP .NETôs advertised protective abilities to guard their applications. Automated 
application testing for HTML injection will likely be prevented by the 

ValidateRequest  filters. This ultimately means that tests to ensure that 
applications have been written following secure programming guidelines can be 
invalidated. 
 
It is important to mention that Microsoft officially states that their .NET request 
validation cannot replace an effective validation layer restricting untrusted input 
variables. From MSDN 

[2]
: 

 
In summary, use, but do not fully trust, the ValidateRequest attribute and don't be too 
lazy. Spend some time to understand security threats like XSS at their roots and plan 
a defensive strategy centred on one key pointðconsider all user input evil. 
 
The original version of this paper was released in January 2006 for private CPNI 
distribution. This paper has now been updated in August 2008 to include additional 
materials such as input payloads that bypass the latest anti-XSS .NET patches 
(MS07-40) [3] [4] released in July 2007. 
 

1.2 About this paper 

The ValidateRequest  bypass attacks work by taking advantage of some HTML 
interpretation bugs inherent in IE (Internet Explorer) and understanding how ASP 
.NET request validation functions, in order to bypass the filters.  
 
In the perspective of ASP .NET, the server cannot be expected to block every attack, 
as functionality would be sacrificed. In the perspective of IE, the client has 
unexpected ways of executing scripting code. On their own no issues occur. 
However taken together, the protective validation filter of .NET - which programmers 
often incorrectly rely on ï is defeated.  
 
This paper allows the security researcher to understand how the ASP .NET 

ValidateRequest  filters work. Thus, allowing execution of malicious scripting code 

again by coming up with new XSS payloads which bypass ValidateRequest . The 
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reader is expected to be familiar with XSS attacks, and the same-origin policy which 
is enforced by web browsers. 
 
ProCheckUp has also found that many web input-filtering filters of other applications 
from other vendors, also fail in detecting the payloads presented in this paper. 
Therefore, developers of application vulnerability scanners are advised to review all 
the filter bypass payloads included in this paper.  
 
The scripting payloads outlined in this paper have been tested on several versions of 
IE and the .NET framework. Please see ñTest platform usedò sections for more 
details. 
 

1.3 Summary of issues identified 

XSS payloads that bypass the ValidateRequest  filters, which potentially results in 
execution of malicious code within the context of the target site. 

1.4 Test platform used (Original Jan 2006 paper) 

Microsoft .NET Windows 2003 server, with the following patches, was found to be 
vulnerable. ñWorkingò in this case means the injected payloads bypass 

ValidateRequest  and results in IE executing the injected scripting code. 
 
CONFIRMED working with no service pack and service pack 1 applied.  
 
CONFIRMED working after the following hot fixes applied to service pack 1 
Security Update for Windows Server 2003 (KB901214)  

Security Update for Windows Server 2003 (KB899588)  

Security Update for Windows Server 2003 (KB893756)  

Security Update for Windows Server 2003 (KB896428)  

Security Update for Windows Server 2003 (KB89642 2)  

Security Update for Windows Server 2003 (KB896358)  

Security Update for Windows Server 2003 (KB899587)  

Security Update for Windows Server 2003 (KB890046)  

Security Update for Windows Server 2003 (KB899591)  

Security Update for Windows Server 2003 (KB905414 )  

Security Update for Windows Server 2003 (KB902400)  

Security Update for Windows Server 2003 (KB899589)  

Security Update for Windows Server 2003 (KB901017)  

Security Update for Windows Server 2003 (KB904706)  

Cumulative Security Update for Internet Explorer f or Windows 

Server 2003 (KB896688)  

Security Update for Windows Server 2003 (KB900725)  

 
CONFIRMED working after the following hot fixes applied: 
 
Security Update for Windows Server 2003 (KB896424)  

Microsoft .NET Framework 2.0: x86 (KB829019)  

 
The client software tested was a patched NT4.0 server running IE 5.5, and Windows 
2000/XP client machine running a fully patched (1/12/2005) version of IE 6.0.  
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2 Understanding how the .NET ñValidateRequestò filters work 

We have to first understand how the Microsoft .NET request validation filters respond 
to the different submitted classic XSS payloads. By removing and re-inserting 
substrings of the payload, and trying to understand how the individual security filters 
work, we can then modify the attack to bypass each individual filter. 

2.1 Classic XSS attack 

The script payload initially chosen by ProCheckUp is a classic XSS attack, 
deliberately chosen, as it would likely activate the ValidateRequest  protection 

filters. 
 
The XSS example used was generic and rather outdated: 
 

<script>alert( 'XSS')</script>  
 

2.2 Lab environment used to reverse-engineer the filters 

A Windows 2003 server was installed and configured to run .NET hosting a 
ñtest.aspxò script which echoes input variables. 
 
This script was solely used to start understanding how the ASP .NET filters work. It 

was possible to inject a scripting payload that bypasses ValidateRequest . 
However, the injected code would not run, due to .NET escaping double quotation 
marks. In this case, escaping double quotation marks would be necessary to break 

the scripting payload out of the string, which is assigned to the formôs action  
attribute. Please see ñReturned client-side source codeò for more information. 
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test.aspx script 

The following dummy code was copied and saved as 

c: \ inetpub \ wwroot \ test.aspx  on our test .NET server. Such code uses 
.NETôs ñpost backò [5] feature which is invoked via the ñlinkbuttonò web control.  Post 
back is used by most .NET web applications to submit form data: 
 

 
 
 
 

<script language="VB" runat="server">  
Sub Test_Click(ByVal sender As System.Object, ByVal e As System.EventArgs)  

End Sub  

</script>  

 

<html>  

<body>  

 

<form  runat="server" id="myForm">  

 <asp: linkbutton  id="Test" runat="server" text="Create 

Text file" onclick="Test_Click" />  

</form>  

</body>  

</html>  
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Request to the test.aspx  script: 

 

http://ta rget.foo/test.aspx?varname= ">< \ 0SCRIPT>alert('XSS')< \

/SCRIPT>  

 

 
Returned client-side source code: 
 

 
Notice the attack string echoed back is outlined in bold text. Most of the payload is 
injected successfully, except for the double quotation marks character which .NET 

does filter successfully by replacing it with its HTML entities equivalent (ó&quot ô). 
Unfortunately, we need double quotation marks in this case in order for the injected 
payload to be interpreted by the browser as code rather than a string. 

<html>  

<body>  

     <for m name="myForm" method="post" 

action="test.aspx?varname= &quot;>< \ 0SCRIPT>alert('XSS')< \ SCR

IPT> " id="myForm">  

<input type="hidden" name="__EVENTTARGET" value="" />  

<input type="hidden" name="__EVENTARGUMENT" value="" />  

<input type="hidden" name="__VIEWSTAT E" 

value="dDwxMDE5MzUzOTkyOzs+byGykLIwsXStDuep+tiy2psLj80=" />  

 

<script language="javascript" type="text/javascript">  

<! --  

 function __doPostBack(eventTarget, eventArgument) {  

  var theform;  

  if 

(window.navigator.appName.toLowerCase().indexOf("microsoft")  

> - 1) {  

   theform = document.myForm;  

  }  

  else {  

   theform = document.forms["myForm"];  

  }  

  theform.__EVENTTARGET.value = 

eventTarget.split("$").join(":");  

  theform.__EVENTARGUMENT.value = eventArgument;  

  theform.submit();  

 }  

// -- > 

</script>  

 

           <a id="Test" 

href="javascript:__doPostBack('Test','')">Create Text 

file</a>  

     </form>  

</body>  

</html>  
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2.3 Framework validation detection and reporting 

If we modify the prior request using a standard XSS payload we obtain this: 
 
http://target.foo/test.aspx?varname =" ><SCRIPT>alert('XSS')</SC

RIPT> 

 
This results in the following error, as .NET considers the submitted request 
potentially malicious: 
 

 

Figure 1 Default error page returned when submitting the malicious XSS 
payload to a remote server 
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However, submitting the same request locally (127.0.0.1) to the server, results in a 
much more verbose message.  
 
http://127.0.0.1/test.aspx?varname ="><SCRIPT>alert('XSS')</SCR

IPT>  

 
Note: unless otherwise configured, by default .NET would only display verbose 
debug messages when accessed locally. 
 

 
 

By submitting our payloads locally, we can reverse engineer .NET 

ValidateRequest  filters, since it lets us know when the value of the supplied 

variable - varname  in this case - is considered potentially dangerous.


